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Written Plan 
 

Plan to Ensure Privacy, Safety and Security of Data within the Technical Infrastructure 
 

The institution has a policy to ensure the privacy, safety and security of data within the technical 
infrastructure. This policy is guided by the Carthage R9 board policy R5710 Data Governance 
and the Family Educational Rights and Privacy Act (FERPA).  
 
Board Policy R 5710 Data Governance 
 
Purpose 
It is the District’s policy to the extent possible to ensure that data and information in all its forms, 
written, electronic or printed is protected from accidental or intentional unauthorized 
modification, destruction or disclosure. The protection includes an appropriate level of security 
over the equipment, software and practices used to process, store and transmit data or 
information. 
 
Family Educational Rights and Privacy Act (FERPA)  
 
The Family Educational Rights and Privacy Act (FERPA) affords parents and students over 18 
years of age (“eligible students”) certain rights with respect to the student’s educational records.  
These rights are: 
 
The right to inspect and review the student’s educational records within 45 days of the day the 
school receives a request for access.  Students should submit to the Carthage Technical Center 
Director a written request that identifies the record(s) they wish to inspect.  The school official 
will make arrangements for access to notify the student of the time and place where the records 
may be inspected. 

 
The right to request the amendment of the student’s education records that the student believes is 
inaccurate or misleading.  Students may ask the school to amend a record that they believe is 
inaccurate or misleading.  They should write the CTC Director, clearly identify the part of the 
record they want changed, and specify why it is inaccurate or misleading.  If the school decides 
not to amend the record as requested by the student, the school will notify the student of the 
decision and advise them of their right to a hearing regarding the request for amendment.  
Additional information regarding the hearing procedures will be provided to the student when 
notified of the right to a hearing.  After the hearing, if the school still decides not to amend the 
record, the student has the right to place a statement with the record setting forth his or her view 
about the contested information. 
 
The right to consent to disclosures of personally identifiable information contained in the 
student’s education records, except to the extent that FERPA authorizes disclosure without 
consent.  However, FERPA allows schools to disclose those records without consent, to the 
following parties or under the following conditions (34CFR 99.31) 

• School officials with legitimate educational interest; 
• Other schools to which a student is transferring 
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• Specified officials for audit or evaluation purposes; 
• Appropriate parties in connection with financial aid to a student 
• Organizations conducting certain studies for or on behalf of the school 
• Accrediting organizations 
• To comply with a judicial or lawfully issued subpoena 
• Appropriate officials in cases of health and safety emergencies; 
• State and local authorities, within a juvenile justice system, pursuant to specific State 

Law. 
 
Schools may disclose, without consent, “directory” information such as a student’s name, 
address, telephone number, date and place of birth, honors and awards, and dates of attendance.  
However, schools must tell students about directory information and allow students a reasonable 
amount of time to request that the school not disclose directory information about them.  Schools 
must notify students annually of their rights under FERPA.  The actual means of notification 
(special letter, inclusion in a bulletin, student handbook, or newspaper article) is left to the 
discretion of each school. 
 
For more information or to file a complaint with the U.S. Department of Education concerning 
alleged failures by the school to comply with the requirements of FERPA:   1-800-USA-LEARN 
(1-800-872-5327, Family Policy Compliance Office, U.S. Department of Education, 400 
Maryland Avenue SW, Washington, DC 20202-5901 
 
The Carthage R9 District plan for protection of the institution’s technical infrastructure falls under 
the Data Governance and Security Plan.  
 
This plan is summarized by the following excerpt: 
The district will abide by any law, statutory, regulatory, or contractual obligations affecting its data 
systems.  Carthage R-9 school district complies with all applicable regulatory acts including but not 
limited to the following: o Children’s Internet Protection Act (CIPA) o Children’s Online Privacy 
Protection Act (COPPA) o Family Educational Rights and Privacy Act (FERPA) o Health Insurance 
Portability and Accountability Act (HIPAA) 
 
The Carthage R9 District plan for data backup falls under the Data Governance and Security Plan. 
The plan is summarized by the following excerpt: 
Data Integrity  
Carthage R-9 School district provides safeguards so that personally identifiable and confidential 
information is not altered or destroyed in an unauthorized manner. Data is backed up both on and off site 
for disaster recovery 
 
The full Data Governance and Security Plan is available upon request to staff and students.  
 
Faculty and staff will meet annually to evaluate the written plan once it has been reviewed and 
revised as necessary. Once evaluated plans will go on the CTC website and an email is sent to all 
faculty, staff, and students for review. A timeframe will be given for any questions, comments, 
or concerns. Another evaluation meeting may be held if any questions, comments, or concerns 
arise from the current changes.   
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